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Introduction (1/2)  

 Nuclear facilities are composed of several complex digital systems, 

subsystems and components, all of which could potentially provide an 

attack vector for a cyber threat to carry out a cyberattack. 

 Electronic parts are increasingly subject to counterfeiting. Global trade in 

recycled electronics parts is enormous and growing rapidly, driven by a 

confluence of cost pressures, increasingly complex supply chains and 

huge growth in electronic waste sent for disposal around the world. 

 A cyber threat could, without detection, maliciously alter the software of 

the automated instrumentation and control (I&C) systems and perform a 

cyberattack after the NPP is in operation. 
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Introduction (2/2)  

 Industries such as nuclear are particularly vulnerable to recycled parts 

owing to the long service lives of installed equipment (when compared 

with, for example, the consumer electronics industry) and their need to 

address the obsolescence of parts that may no longer be in production. 

 Nuclear suppliers and customers at all levels in the supply chain should be 

aware of the existence of counterfeit or fraudulent items in the global 

marketplace. 

 NPP cybersecurity program must assure that critical digital assets (CDAs) 

are protected against cyberattacks or intrusions. 
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Cybersecurity Considerations – Procurement (1/2) 

 The supplier must provide upgrades and patches for their systems/ 

equipment when security issues are identified. 

 Access control is to provide high assurance that only authorized persons 

or processes can access CDAs and perform authorized functions. 

 The supplier’s product must be hardened against cyber vulnerabilities. 

Hardening is the process where changes are made to the default 

configurations of a product to reduce security vulnerabilities. 

 Disable all unneeded communication ports, portable media ports, or provide 

physical barriers. 

 Host intrusion detection will be supplied where possible. 
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Cybersecurity Considerations – Procurement (2/2) 

 Weak or ineffective processes can result in malicious code being imported 

into Vender’s and / or Owner's organization. 

 

 What is at risk – information, operation, reputation, …… 

 

 Procurement processes must be thorough with detailed clauses informing 

the Vendor of the Owner’s requirements over and above normal standards. 

 

 Increasingly products/ devices come Internet ready – introduces new risk. 
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Cybersecurity Considerations – Owner (1/5) 

For managing cyber risks in supply chain, a flexible consideration 

process may be conducted by the Owner including the following: 

 Contractual process 

 Factory Acceptance Test (FAT) 

 Site Acceptance Test (SAT) 

 Pre-Commissioning 

 Commissioning 
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Cybersecurity Considerations – Owner (2/5) 

Factory Acceptance Test (FAT): 

 Does it function as required by the contract? 

 Identify easily observed firmware/ software versions. 

 Undertake an initial characterization of how the devices behaves (e.g., 

noting the startup sequence, visual cues, bootloader software, etc.). 

 On physical hardware characterize layout, components and additional 

configuration interfaces (e.g., on-board serial interfaces): 

 If the vendor is amendable tamper evident seal off access to any interface that will 

not be used again. 

 Leave behind replaceable storage media. 
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Cybersecurity Considerations – Owner (3/5) 

Site Acceptance Testing (SAT): 

 Confirm the characterizations still match what was recorded during FAT. 

 Supply any required storage media and the system will be rebuilt and 

supervised by the supplier in a secure staging area: 

 No third party electronic devices are allowed. 

 Does it still function as required? 

 Undertake additional scalable screening measures and test functionality 

on a plant simulator package. 

 Undertake a more advanced characterization and inventory and hardware 

or software components to standards. 
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Cybersecurity Considerations – Owner (4/5) 

Pre-Commissioning (Still SAT): 

 Moved from the staging area to the final plant location. 

 Undertaken by Owner’s plant engineering teams with Supplier/ Vendor 

engineers providing support: 

 Again, no third party electronic devices are allowed. 

 Only staff are permitted to perform work on nuclear power plant systems. 

 Confirmation that the characterization is still valid. 

 Connection to supporting services within the facility. 

 Final confirmation and sign-off that it does indeed function as required. 
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Cybersecurity Considerations – Owner (5/5) 

Commissioning: 

 Loading of computer-based assets and their proactive maintenance 

(patching) schedules: 

 Periodic Patching (Fixed Time). 

 Security Update Notification/ OSI (Failure Finding). 

 Treatment of functional failure resulting from a cyberattack as a failure 

mode that is subject to a wear out failure pattern based on the currency of 

security updates, control and mitigations. 

 Creation of mitigation plans for defunct vendor or an unsupported product 

(especially important for bespoke scientific equipment). 
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Cybersecurity Considerations – Testing (1/4) 

 Cybersecurity testing is performed at various stages in the NPP I&C 

system lifecycle to confirm that security requirements are met. 

 An example applicable to supply chain is Inspection Testing that is used to test 

purchased products upon receipt. 

 Inspection testing should include cybersecurity testing. 

 Example of requirements to be tested: a purchased device not contain any known 

vulnerabilities and that it contains no malware. 

 The testing techniques used to confirm these requirements vary based 

upon the complexity of the device being purchased; generally: 

 Manual techniques, including analysis can be used on simple products. 

 As they become more complex, automated testing techniques are required. 
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Cybersecurity Considerations – Testing (2/4) 

Simple Devices 

 Simple devices are dedicated devices having limited functionality. 

 They exist as components running simple software embedded within the 

device. 

 Limited interfaces – e.g., No HMI (for example: sensor). 

 Review product data sheet/ software release notices to confirm patched 

firmware version. 

 Inspection test plan confirms that firmware on device is authentic vendor 

firmware and that has been patched. 
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Cybersecurity Considerations – Testing (3/4) 

Composite Devices 

 More complex device, but small number of functions. 

 Typically highly configurable. 

 Increased functionality may include: 

 Control functions 

 Configuration and diagnostic interfaces. 

 More complex communication protocols (e.g., network-based). 

 Example devices: PLCs and PID Controllers. 

 Inspection test plan confirms that firmware on device is authentic vendor 

firmware that has been patched. 
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Cybersecurity Considerations – Testing (4/4) 

Highly Complex Devices 

 Performs large number of functions (impossible to completely list). 

 Highly customizable devices. 

 Integrate software from multiple manufacturers: operating systems (e.g., 

Linux, Windows), Vendor applications, third party libraries, etc. 

 Large number of interfaces (network, USB, etc.) 

 Large number of protocols (e.g., TCP/IP, Modbus/IP, OPC, etc.). 

 Manual assessment is not possible due complexity of the systems. 

 Examples: HMI, Data historian, DCS and FPGAs. 
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Secure Development Lifecycle (1/2) 

 I&C system development should be conducted in a secure development 

environment. 

 The assignment of a security level to this environment should consider the 

security level of the system in the target environment. 

 The environment’s cybersecurity measures should be evaluated to confirm 

conformance with requirements of the assigned security level. 

 Cybersecurity measures should be in place to control the movement of 

data and devices for all development phases to ensure that malicious code 

is not introduced into secure development environments or during transfer 

between the development environment and the target environment. 
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Secure Development Lifecycle (2/2) 

Typical 

Nuclear 

System 

Lifecycle 

Phases 
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Identify overall expected system design features , functions, and capabilities. 

Define the functional performance requirements ; interfaces external to the system; 
and requirements affecting qualification , human factors engineering , data 
definitions , etc. 

The SRS should be translated into specific design configuration items in the 
system design description . (SDS) 

System is built. System design is transformed into code , database structures, and 
related machine executable representations . 

System is tested to ensure the design requirements have been met . (FAT) 

System is installed and tested in the target environment . The licensee 
performs site acceptance testing . (SAT) 

System is declared functional and placed into operation . 

• Modifications (i.e., corrective, adaptive, or perfective changes ) 
• Migration (i.e., the movement of system to a new operational 
environment) 

Replacement or removal of system from the operating environment . 

Concept 

Requirements 

Design 

Implementation 

Test 

Installation, 
Checkout, 

Acceptance Testing 

Operation 

Maintenance 

Retirement 

1-3 
Years 

20-30 
Years 



Future Considerations: Planning for the Future  

Complexity in the Cyber-Nuclear Supply Chain: 

 Cyber Priorities for Nuclear Facilities: 

 Reduce complexity 

 Embed cybersecurity in nuclear facilities operation and culture 

 Mount an active defense 

 Enable transformation 

 The complexity of system configurations, embedded devices and obscure 

protocols make difficult: 

 Establishing a complete understanding of the environment. 

 Accomplishing effective and active cyber defense. 

 Testing and certifying of systems upgrades and operations. 
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Conclusions 

 Procurement contractual clauses must be considered to assure cybersecurity 

in nuclear supply chain. 

 Cybersecurity testing is performed at various stages in the NPP I&C system 

lifecycle to confirm that security requirements are met. 

 Secure Development Environment must be considered to assure the 

cybersecurity throughout NPP lifecycle. 

 The cyber threat to nuclear systems continues to mount. 

 By reducing complexity—in facilities and throughout the supply chain—

nuclear security and cybersecurity worldwide would improve 
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